EAST Search History 



EAST Search History 



Itrusted adj subnet and (untrusted adj subnet) jUS-PGPUB; 

iUSR/VT 

"4445177") or ("4455602") or ("4455603") or 




[ 4400DU4 ^ 


or 


44Duy/u ) or ( 44d4/ ID ) or 


1 ICDAT 


\ ttououu ^ 


Ul 


T-toJUtO j Ul \ ttCJOU^'T j Ul 




("4493025") 


or 


("4493027") or ("4499535") or 




("4499604") 


or 


("4513368") or ("4517642") or : 




("4532586") 


or 


("4554626") or ("4575797") or \ 




("4633406") 


or 


("4821184") or ("4939640") or : 




("5003595") 


or 


("5023612") or ("5182766") or ^ 




("5202921") 


or 


("5210795") or ("5272697") or 




("5272754") 


or 


("5276735") or ("5442342") or ; 




("5444850") 


or 


("5452460") or ("5491791") or ^ 




("5499297") 


or 


("5500753") or ("5502766") or 




("5530757") 


or 


("5596718") or ("5822435") or 




("6035405") 


or 


("6058482") or ("6065046") or 




("6070246") 


or 


("6154146") or ("6167050") or 




("6170061") 


or 


("6198743") or ("6202081") or 




("6212635") 


or 


("6321267")).PN. 





iTime J 



114:50 

|2(K)9/05/21 
112:23 



i(first adj5 network adj5 address and second adj5 :|US-PGPUB; 

jnetwork adj5 address and user adj5 identifier ijUSR/VT; 

land security adj5 event and security adj5 jUSOCR; FPRS; 

jrestrictions and denial adj5 service adj5 attack jEPO; JPO; 

land I P adj5 address adj5 spoofing and MAC adj5 jDER/VENn"; 

jaddress adj5 spoofing and extraneous adj5 |l BMJDB 

requests adj5 network adj5 address).(IM. j 



OR 



:|0N 



12009/05/21 
|l2:39 
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L17 


72183 


16("7137.clas. or"7267.clas. or"3807.clas.) 


juS^FmiB; 

USR/VT; 

USOCE;FPRS; 

EPO; JPO; 

DERWENT; 

IBMTDB 


OR 


ON 


2009/05/21 
12:39 


L18 


0 |l6and(7137.clas.or'7267.clas.or"3807. 
das.) 


iuS^"PGPUB; 
USP/VT; 

USOCR;FPRS; 
EPO; JPO; 
DERA/ENT; 
IBM TDB 


OR 


ON 


2009/05/21 
12:40 


S6 


0 ("((useroruser$1)near5 :|US-PGPUB; 
(identif ieroridentificationorUI D))").PN. \W 


OR 


OF 


2007/05/08 
11:32 


S7 


((user or user$i) near5 (kjentiiier or :[USPGPUB; 
identification or UID)) ijuSR/^; 
1 luSOCR; 
1 ;|lBMTDB 


OR 


ON 


2007/10/20 
12:39 




35 (((network or network$3) near3 (device or device 
$1 or apparatus or equipment)) near3 ((security 
or authenticat$3 or validat$3) near3 (event or 
activit$3 or incident))) 


iUS-PGPUB; 
USR/VI; 
USOCR; 
IBMJDB 


OR 


ON 


2¥7/05/08 
13:24 


S9 

: 


49843 j((network or network$3) near3 (address or 
;address$3)) 


US-PGPUB; 
USP/^; 
USOCR; 
IBMJDB 


OR 


ON 


2007/05/08 
13:27 


S10 


3484 i((subset or subsets) near3 (address or address 
|$3)) 


luS^PGPUB; 
USPAT; 
USOCR; 
IBMJDB 


OR 


ON 


2007/05/08 
13:29 


S11 


44396 


((address or address$3) near3 (pool or pool$1 or 
table)) 


Iu^PSSb; 
USPAT; 
USOCR; 
IBM TDB 


OR 


ON 


2007/05/08 
13:29 
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S12 


3710 


((malicious or harmful or hostile) near3 (user or |US-PGPUB; 
users)) luSR/VT; 

iUSOCR; 

:|IBM TDB 


OR 


ON 


2007/05/08 
13:31 


[sip 


102~ 


((configure or coniigur$5) near5 ((security) 
near3 (restrict or restrict$4))) 


US-rePUB; 
USPAT; 
USOCR; 
IBM TDR 

1 UIVI 1 uu 


___ 




2007/05/08 
13:31 


|S14 


1 jS7 and S8 and S9 and SI 0 and S1 1 and SI 2 and 
S13 


US-PGPUB; 
USPAT; 
USOCR; 
IBM TDR 

1 UIVI 1 uu 


OR 


ON 


2007/05/Ob 
11:45 


pi?"™" 


1 S7 same S8 same S9 same SI 0 same S1 1 same 
|S12sameS13 


US^rePUB; 
USPAT; 
USOCR; 
IBMJDB 


OR 


ON 


2007/05/08 
11:55 


|S16 


1829507 12002/0098840 A1 


uFpGPUB; 
USPAT; 
USOCR; 
IBMTDB 


OR |0N 

i 


2007/05/08 ^ 
11:55 


S17 


31 9080 |((user or user$1 ) and (identifier or identif icalion lUS-PGPUB; 
lorUID)) luSR/VI; 
j luSOCR; 
1 IlBM TDB 


OR 


ON 


2007/05/08 
13:14 




103351 


(((network or network$3) and (device or device 

$1 or apparatus or equipment)) and ((security or 
authenticat$3 or validat$3) and (event or activit 
$3 or incident))) 


U^PGPUB; 
USPAT; 
USOCR; 
IBM TDB 


OR ' 


oP"": 


—— 
13:24 


|siP 

i 


i732r 


((network or network$3) and (address or address jUS-PGPUB; 
$3)) luSPAT; 

luSOCR; 

Ibmtdb 




oP"" 


2007/05/08 
13:27 
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S20 


92694 ((subset or subsets) and (address or address$3)) 


IuS^PGSb; 
lUSP/VT; 
luSOCR; 
jlBM TDB 


5r Ion | 


2007/05/08 
13:29 


362148 !((addressoraddress$3)and(poolorpool$1or lUS-PGPUB; 
Itable)) |USP/V[; 
1 lUSOCR; 
j IBMTDB 


OR :|6n j 


2007/05/08 
13:29 


S22 


40260 ((malicious or harmful or hostile) and (user or jUS-PGPUB; 
users)) juSR/VI; 
1 jUSOCR; 
1 \\m TDB 


OR |0N 1 

1 


2007/05/08 
13:31 


|S23 


52436 ((configure or configur$5) and ((security) and 
l(restrict or restrict$4))) 


lUS-PGPUB; 
luSPAT; 
lUSOCR; 
|lBM TDB 


OR 


|0N 1 

! ] 


2007/05/08 
13:44 


|S24 


1224 jS17 and S18 and S19 and S20 and S21 and S22 lUS-PGPUB; 
landS23 juSP/VT; 
1 juSOCR; 

llBMTDB 


OR |0N 1 

i i 


2007/05/08 
14:11 


|S25 

1 


311 |("726;(i^.or713;C^^ lUS^R^lJB; 
j luSP/VT; 
1 :|USOCR; 
1 ;|lBMTDB 


OR 


ION 1 

1 i 


2007/05/08 
16:58 




0 :PCiyus05/06738 


jUS-PGPUB; 
luSRAI; 
luSOCR; 
jiBMJDB 


or" 


[on j 

1 


W5/08 
15:26 






[US^PGRJ^ 

lUSPAI; 

lUSOCR; FPRS; 

|ePO;JPO; 

jDERWE^^T; 

pBMTDB 


of 


pi j 

1 


2M5/O8 
15:26 
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S28 


569 


("726".CU\S. or713".aAS.or"709".CU\S.or 
"370".CU^.)ancjS24 


juS^PGRJB; 
lUSR/VT; 
USOCR; 
ilBM TDB 

!l UIVI 1 uu 


OR Ion 

1 


2007/05/08 
17:00 


S29 


328 


S28 and (firewall and router or routers) 


luS^PGPUB; 

lUSPAT; 

lUSOCR; 

^IR^/l TflR 
ilDlvl lUD 


OR 


jON 


2007/05/09 
11:39 


S30 


1 


"5787161" 


lu^SrFGPUB; 
juSPAT; 
jUSOCR; 
IlBM TDB 

^1 UIVI lUU 


OR 


Ion 

] 


2007/05/09 
11:42 


_ 


5 


—— 


[U^^R^PUB; 
luSPAT; 
lUSOCR; 
IlBM TDB 


OR 




—— 
11:42 






2001/0051865 


juSPAT; 
jUSOCR; 
IlBM TDB 

\\ UIVI 1 uu 


OR ON 

i 


2iroiT~ 

09:41 




i ^ 


"20010051865" 


|U?^PGPUB; 
lUSPAT; 
luSOCR; 
IlBM TDB 

\ \ UIVI 1 uu 


OR ION 

1 


2007/05/11 
09:43 


S34 : 


1 


"20030041153" 


IuS^PGSb; 
luSRAI; 
luSOCR; 
jiBM TDB 


OR 


joN : 

] 


2007/05/11 
09:47 


■ 


1 


"20030105866" lUS-PGPUB; 

lUSP/VI; 
juSOCR; 
jiBMTDB 


OR ION 

1 


2007/05/11 
09:48 
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S36 


1 


"20030105867" 


US^PGPUB; 
USPAT; 
USOCR; 
IBM TDB 


OR Ion 

1 

1 


2007/05/11 
09:49 


S37 


1 


"20030105993" jUS-PGPUB; 

lUSPAT; 
lUSOCR; 
IBM TDB 


OR jON 


2007/05/11 
09:50 


S38 


2 


"20030123421" 


US-PGPUB; 

USPAT; 

USOCR; 

1 Blvl_ 1 UD 


OR |0N 

1 


2007/05/11 
09:51 


S39 : 


2 


"20030149783" 


US-PGPUB; 
USPAT; 
USOCR; 
IRM TDR 

1 DlVl 1 UD 


OR 


|0N 


2007/05/11 
09:53 




T : 


"S01824i"" 


U^Mb; 

USPAT; 

USOCR; 

IDM THD 

IdM_IL)d 


OR |0N 

i 


__ 
09:54 


S41 


2 


"20030191966" 


US^"PGPUB; 
USPAT; 
USOCR; 
IBMJDB 


OR 


Ion 

1 


2007/05/11 
09:57 


S42 : 


0 


2003/0217145 


US-PGPUB; 
USPAT; 
USOCR; 
IBMJDB 


OR 


ON : 


2007/05/11 
09:57 


S43 


1 


"20030217145" 


US^PGSB; 
USPAT; 
USOCR; 
IBM TDB 


OR ION 

1 


2007/05/11 
09:58 
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S44 


1 


"20030217180" 


juS^PGRJB; 
USR/VI; 
USOCE; 
IBM TDB 

1 uivi 1 uu 


OR Ion 

1 

1 


2007/05/11 
10:00 


S45 


1 


"20030224788" 


ISfmiB; 
lUSP/VT; 
iUSOCR; 
IBM TDB 


OR 


ON : 


2007/05/11 
10:00 


S46 


1 |"20030236827" 


luS^PGPUB; 
USR/VI; 
USCXE; 
IBM TDB 


OR 

: 


ON 


2007/05/11 
10:01 


S47 


1 |"20040008682" 


US-PGPUB; 
USR/VI; 
USOCR; 
IBM TDB 


OR 


ON 


2007/05/11 
10:02 


S48 


1 |"20040034871" |US-PGPUB; 

! \mi 

1 jUSOCR; 
! IlBM TDB 


OR 


ON 


2007/05/11 
10:02 


S49 


153 f5987611" 


iUS-PGPUB; 
USPAT; 
USOCR; 
IBM TDB 


OR 


ON 


2007/05/14 
09:51 


S50 : 


2 


"20020098840" lUS-PGPUB; 

juSR/VI; 
juSOCR; 
|BM TDB 


OR 


ON : 


2007/05/14 
10:12 


S51 

; 


153 


"5987611" 


lUS-PGPUB; 
lUSP/VI; 
USOCR; 
IBM TDB 


OR 


ON 


2007/05/14 
10:12 
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IS52 |1 



((user or user$1 or client or host) near6 jUS-PGPUB; 

:(i(ientifier or identification or UID or username or iluSPAT; 

juserid or userl D)) and (network near6 device or ijuSOCR; 

|l P nearG device or network near6 device) and | BMJDB 

|(security near6 controller) and (security near6 | 

jevent) and ((new or re- assigmmet) ADJ I 

|(network ADJ address or I P ADJ address)) and ] 

|((subset or pool or table or tabular or set or ;| 

icollection) near6 (malicious or hostile or | 

jsuspected or dangerous ) near6 (network ADJ j 

jaddress or I P ADJ address or internet ADJ j 

laddress)) and (rule or rules or regulation or | 

jregulations or policies or policy) ] 



lOR 



ION 



12007/10/20 
il3:03 



j((user or user$1 or client or host) near6 

|(identifier or identification or UID or username or 
iuserid or userl D)) same (network near6 device 
jor I P near6 device or network near6 device) 
jsame (security nearG controller) same (security 
bare event) same ((new or re- assigmmet) ADJ 
|(network ADJ address or IP ADJ address)) same 
|((subset or pool or table or tabular or set or 
jcollection) near6 (malicious or hostile or 
jsuspected or dangerous ) nearG (network ADJ 
laddress or I P ADJ address or internet ADJ 
jaddress)) same (rule or rules or regulation or 
jregulations or policies or policy) 



USPGPUB; 
USPAT; 
USOCR; 
llBM TDB 



OR 



ION 



12007/10/20 
113:04 
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S54 


0 ((user or user$1 or client or host) near6 

lidentifier or identification or UID or username or ; 
juserid or userl D)) with (network near6 device or ; 
1 P nearG device or network nearG device) with : 
(security nearB controller) with (security nearG 
event) with ((new or re- assigmmet) ADJ 
(network ADJ address or 1 P ADJ address)) with ; 
((subset or pool or table or tabular or set or 
collection) nearG (malicious or hostile or 
jsuspected or dangerous ) nearG (network ADJ ; 
jaddress or 1 P ADJ address or internet ADJ 
address)) with (rule or rules or regulation or 
jregulations or policies or policy) 


US-rePUB; 
USPAT; 
USOCR; 
IBMJDB 


OR 

■ 


ON 


2007/10/20 
13:0G 


S56 


3 


ilO/688051 

I 


USPGPUB; 
USPAT; 
USOCR; 
IBMJDB 


OR 


ON 


2007/10/23 
08:04 






(security ADJ controller) and (coupl$3 or link$3 
or connect$3) and (identifier or identity or 
identification or username or id) and (restriclion$ ; 
or constraint$) and (1 P ADJ addresse$3 or 
network ADJ address$3) and (new or renew or ; 
reissue$ or re-issue$ or re-new or revitalize or ; 
refresh) 


US^'PGPUB; 
USPAT; 
USOCR; 
IBMJDB 




ON 


2mm 

08:14 


: 

: 


5337? 


''W.clas.or"7267.clas.or713^ 

\ 


US^^FGPUB; 

USPAT; 

USOCR; 

IRM TRR 

1 DIVI 1 UD 


OR 




ON " 


miim ^ 

08:14 


S68 


1111 


(table or pool or collection or Catalog) and 
((malicious or hostile or harmful ) ADJ user) and 
(address$2orlPADJaddress$2) 


US-PGPUB; 
USPAT; 
USOCR; 
IBM TDB 




ON 


2007/10/23 
11:43 
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S69 


68 


868 and (user ADJ identifier) 


juS^PGPUB; 
lUSPAT; 
USOCR; 
ilBM TDB 

!l Ulvl 1 UU 


OR 


ON j 


?007/10/23 
1:42 


S70 


0 


868 and (useridentifier) 


|US^P3PUB; 
IUSPAT; 
lUSOCR; 
huu Tr^R 

ilDlVl lUd 


OR 


ON 1 


^007/10/23 
10:54 


S72 


30 


(table or pool or collection or Catalog) same 
((malicious or hostile or harmful ) ADJ user) 
same(address$2orlPADJaddress$2) 


|U~S^P3PUB; 
jUSPAI; 
jUSOCR; 
^IBM TDB 

^lUIVI lUU 


OR 


ON 1 


?007/10/23 
2:41 




5 


(table or pool or collection or Catalog) with 
((malicious or hostile or harmful ) ADJ user) with 
(address$2orlPADJaddress$2) 


lUS^FGPli; 
juSPAI; 
lUSOCR; 
|lBM TDB 


OR 


iON^ 1 


?007/To/23 
11:23 


S74 




(table or pool or collection or Catalog) near3 
((malicious or hostile or harmful ) ADJ user) 
hear3 (address$2orlPADJaddress$2) 


!US^"PGPUB; 
juSPAT; 
jUSOCR; 
ilBMTDB 

^1 Ulvl 1 L/U 


OR 


ON 


1:21 


|S75 

1 


3 


(table or pool or collection or Catalog) near6 
iffmalinnii^ nr hn^tilp nr harmfiil ] ADJ ii^prl 
hear6 (address$2orlPADJaddress$2) 


jUS^PlS'UB; 
luSPAT; 
iuSOCFi; 
jiBMJDB 


OR 


ON 1 


OT10/23 
0:56 


_ 




'"|f'2005^^ 


[USRAT 




ON 1 


mo/23 

1:21 


S77 


386 1868 and S61 


IuS^'pg'Sb; 
lUSPAT; 
USOCR; 
|IdM_IUd 


OR 


ON 1 


2007/10/23 
11:43 


|S78 


90 (table or pool or collection or Catalog) same 
;j((malicious or hostile or harmful ) ADJ user) 


luS^rcPUB; 
lUSPAT; 
luSOCR; 
IlBMTDB 


OR 


ON i 


2007/10/23 
12:48 
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|S79 


27 


(table or pool or collection or Catalog) with 
((malicious or hostile or harmful ) ADJ user) 


USPGPUB; 
USPAT; 
USOCR; 
IRM TDR 

1 UIVI 1 Uu 


OR 


ON 


2007/10/23 
14:21 




7 (table or pool or collection or Catalog) near3 
((malicious or hostile or harmful ) ADJ user) 


US-PGPUB; 
USPAT; 
USOCR; 
IRM TDR 

1 uivi 1 uu 


OR 


ON ; 


2007/10/23 
12:59 


|S81 


1 1 (table or pool or collection or Catalog) near6 
[((malicious or hostile or harmful ) ADJ user) 


US-PGPUB; 
USPAT; 
USOCR; 
IBM TDB 


OR 


ON 


2007/10/23 
12:51 


|S82 


0 


((malicious or hostile or harmful ) ADJ user ADJ jUS-PGPUB; 
(table or pool or collection or Catalog)) jUSPAT; 

lUSOCR; 

jiBMJDB 


OR 


ON 


2007/10/23 
12:49 


|S83 

_ 

i 


0 


((malicious or hostile or harmful ) ADJ (user or 
client or host or entity) ADJ (table or pool or 
collection or Catalog)) 


US-PGPUB; 
USPAT; 
USOCR; 
IBMTDB 


OR 


ON 


2007/10/23 
12:49 


dynamic and changing and security and policy lUS-PGPUB; 

luSPAI; 
:|US0CR; 
;|lBMTDB 


OR 


ON 


2007/10/25 
15:33 


|S89 : 


7787 : 


user ADJ identifier 


US-PGPUB; 
USPAT; 
USOCR; 
IBM TDB 


OR 


ON : 


2007/10/25 
15:33 


|S90 

1 


795546 


S89 and security controller luS-PGPUB; 

lUSPAT; 
juSOCR; 
jiBMTDB 


OR 


ON 


2007/10/25 
15:34 
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|S91 


10 


S89 and security ADJ controller 


ju^PGPUB; 
USPAT; 
USOCR; 
IBM TDB 


OR jON 

1 


2007/10/25 
15:36 


S96 


1 0801 (refresh or redistribute or renew or reregister) jUS^PGPUB; 
and ((1 nternet and protocol and address) or (1 P luSP/VT; 
IaDJ address)) lUSOCR; 
1 IBMTDB 


OR jON 


2007/10/25 
15:57 


|S97 


671 


(refresh or redistribute or renew or reregister) jUS-PGRUB; 
same ((1 nternet and protocol and address) or (1 P lUSRAI; 
IadJ address)) juSOCR; 

fBMTDB 


OR 


ON 


2007/10/25 
15:55 




27^" 


(refresh or redistribute or renew or reregister) 
jwith ((Internet and protocol and address) or (IP 
|ADJ address)) 


luSr'FGPUB; 

USPAT; 

USOCR; 

IRM TRR 

IDIVI lUD 


OR 


ON 


OT10/25 ^ 
15:55 






(reiresh or redistribute or renew or reregister) 
!near3 ((Internet and protocol and address) or 
(IPADJ address)) 


US^ctI; 
USPAT; 
USOCR; 
jiBMTDB 


OR 


oF""" 


2007/10/25 
15:56 


_ 
i 


2or" 


(refresh or redistritJute or renew or reregister) 
Inear6 ((Internet and protocol and address) or 
(IP ADJ address)) 


US^PGf^UB;' 
USPAT; 
USOCR; 
IBMJDB 


OR 


ON 


200™^^^^ 
15:56 


|S101 


3234 


|S96 and (user ADJ (identifier or identification or 
jnameor addresser location)) 


US^PGf^JB; 
USPAT; 
USOCR; 
IBMJDB 


OR 


ON 


2007/10/25 
16:00 


18102 


197 


S97 and (user ADJ (identifier or identification or 
name or addresser location)) 


IuS^PGSB; 
lUSPAT; 
USOCR; 
IBMTDB 


OR 


Qi 


2007/10/25 
16:01 
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S103 


62 


m and (user ADJ (identifier or identification or juS^rePUB; 
name or address or location)) lUSPAT; 

juSOCR; 

si DM lUD 


OR Ion 

1 

1 


2007/10/25 
15:59 


S104 


44 


^9 and (user ADJ (identifier or identification or juS^PGPUB; 
name or address or location)) luSPAT; 

lUSOCR; 

i|BM TDB 

!l Ulvl 1 L/U 


OR 


ON : 


2007/10/25 
15:59 


sior 


54 


S100 and (user ADJ (identifier or identification or juS^PGPUB; 
name or address or location)) jUSPAT; 

juSCXE; 

^^IBM TDB 


OR 


oF"""' 


2Wi¥2r"""" 

15:59 


S106 


883 


SI 01 and (user same (restriction or iimiation or jUS^f^PUB; 
constraint)) juSPAI; 

ilUSOCR; 

IRM TRR 

IDIVI lUD 


OR 


ON 


2007/10/25 
16:46 


sir 


197 


si 02 and (user ADJ (identifier or ideniiiication or juS-"^PUB; 
name or address or location )) jUSPAT; 

jUSOCR; 

\m tdr 

!l Ulvl 1 uu 


or" 


ON 


20iT0/25 
16:45 


sior 


62 


Si03 and (user ADJ (identifier or identification or iUS^FGPUB; 
name or address or location)) jUSPAT; 

:|USOCR; 

ilBM TDB 


OR 


oF""" 


mifm 

16:45 


S109 : 


44 


S1 04 and (user ADJ (identifier or identification or |US-PGPUB; 
name or address or location)) jUSPAT; 

juSOCR; 

llRM TRR 

:IDIVI_IU[J 


OR 


ON : 


2007/10/25 
16:45 


S110 


54 


S105 and (user ADJ (identifier or identification or jUS-PGPUB; 
name or address or location)) jUSPAT; 

luSOCR; 

|bmjdb 


OR 


ON 


2007/10/25 
16:45 
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S111 


318 


SI 06 and (security same (controller or 
manager)) 


juS^FmiB; 
USRAT; 
USOCR; 
IRM TDR 

IDIVI_IUIJ 




ON 


2007/10/25 
16:49 


S112 


48 S1 07 and (security same (controller or 
manager)) 


lui^R^PUB; 

luSfW; 

lUSOCR; 

iiRM TDR 

SIDIVI 1 UD 


OR 


ON 


2007/10/25 
16:48 


S113 


1 3 S1 08 and (security same (controller or 
(manager)) 


iUSr^FGPUB; 
USRAT; 
USOCR; 
IRM TRR 

IDIVI lUD 


OR 


ON 


2007/10/25 
16:48 


S114 


10 


SI 09 and (security same (controller or 
manager)) 


US-PGPUB; 

USRAT; 

USOCR; 

IRM TRR 

IDIVI_IUD 


OR 

■ 


ON 


2007/10/25 
16:48 


S115 


1 2 S1 1 0 and (security same (controller or 
manager)) 


fuS^'p^PUB; 

USPAT; 

USOCR; 

IRM TDR 

IDIVI 1 UD 


OR 


ON 


2007/10/25 
16:48 


S116 


257 |S1 1 1 and (security same (event or instance or 
janomaly)) 


IuS^rSjB; 
USPAT; 
USOCR; 
IRM TDR 

IDIVI lUD 


OR 


ON 


2007/10/26 
12:35 




34 


S1 12 and (security same (event or instance or 
anomaly)) 


lU&PGPUB; 
iUSPAT; 
IUSOCR; 
IlBM TDB 


___ 


oF"" 


17:01 


S118 


5 


S1 1 3 and (security same (event or instance or |USrP3PUB; 
anomaly)) jUSPAT; 

luSOCR; 

llBMTDB 


OR 


ON 


2007/10/25 
17:00 
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IS119 14 



iS1 14 and (security same (event or instance or 
ianomaly)) 



lUS-PGPUB; lOR 
lUSR/VT; 
ijuSOCR; 
illBM TDB 



ION 



iiS120 15 



iS1 1 5 and (security same (event or instance or 
janomaly)) 



US-PGPUB; 
USR/VI; 
USOCR; 
BM TDB 



OR 



:iON 



;isi2i 



|iS122 154 



IS123 



154 



(refresh or redistribute or renew or reregister) 
near6 ((Internet and protocol and address) or 
|(IPADJ address)) 

|S1 21 and (user ADJ (identifier or identification or 
Iname or address or location)) 



|S122 and (user ADJ (identifier or identification or 
name or address or location )) 



:iS124 112 



US-PGPUB; 
luSPAT; 
lUSOCR; 
jlBMJDB 

lus^GPiir 

luSPAT; 
lUSOCR; 
llBM TDB 



lOR 



lOR 



iOR 



lUSPAI; 
juSOCR; 
llBM TDB 



S123and (security same (controller or 



jUS-PGPUB; 
USPAI; 
USOCR; 
IBM TDB 



ON 



ION 



ION 




iOR 



OR 



ION 



^iS126 



144 



S125 and (user ADJ (identifier or identification or 
name or address or location)) 



lUS-PGPUB; 
lUSPAT; 
luSOCR; 
llBMTDB 



OR 



ION 
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S127 
|S128 


44 


S126 and (user ADJ [identifier or identification or juS^PGPUB; 
name or address or location)) luSPAT; 

iUSOCR; 

ilRIVI TDR 

{lUIVI \uu 


OR Ion i 

1 ] 


2007/10/26 
12:25 


10 


S127 and (security same (controller or |US^P3PUB; 
manager)) jUSPAT; 

USOCR; 

iiRM T[^R 

ilDIVI 1 UD 


OR ]6n 1 


2007/10/26 
12:32 


|S129 


16 


"4591662" iU~S^P3PUB; 

jUSRAI; 
jUSOCR; 
|IBM TDB 


OR 


ON 1 


2007/10/26 
12:32 


|S130 


7811 


"111" and("7137.clas.or"7267.clas.or"380"/. 
clas. ) 


lUS-PGPUB; 
luSPAT; 
lUSOCR; 
|lBM TDB 


OR 


ON 1 


2007/10/26 
12:37 


|S131 


94 


(1 P ADJ address) and (user ADJ (hostile or luS-PGPUB; 
malicious or suspicious)) jUSPAT; 

juSOCR; 

jlBMJDB 


OR 


ON 1 


2007/10/26 
16:14 


1 




malicious or suspicious)) 


lUSPAT; 
luSOCR; 
jiBMJDB 






16:15 


j_ 


16" 


(1 P ADJ address) same (user ADJ (fiostile or 
malicious or suspicious)) 


lUSPAT; 
luSOCR; 
jiBM TDB 




ON j 


mo/27 

08:45 


IS134 

i 


2 


(1 P ADJ address) near3 (user ADJ (hostile or jUS-PGPUB; 
malicious or suspicious)) luSPAT; 

luSOCR; 

|bmtdb 


OR 


ON 1 


2007/10/26 
16:15 
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S135 


2 


(1 P ADJ address) near6 (user ADJ (hostile or 
malicious or suspicious)) 


US-PGPUB; 
USPAT; 
USOCR; 
BM TDB 


OR Ion 

1 


2007/10/26 
16:16 


S136 


0 


"10797773" lUS-PGPUB; 

lUSPAT; 
lUSOCR; 
II BM TDB 


OR jON 


2007/10/27 
08:45 


S137 


1 


"20050204162" 


US-PGPUB; 
USPAT; 
USOCR; 
IBMJDB 


OR 


ON 


2007/10/27 
08:46 


S138 


0 


securtiy adj (restrictions or restriction) and 
controller and (pool or table or list or cluster or ; 
block or bloc or collection) and (1 P adj address or I 
address or 1 P adj location or 1 P adj position) and 
(associated or known or connected or linked or ; 
related) and (malicious or risky or dangerous or ; 
harmful or precarious or perilous) and (user or ; 
users) and (behavior) 


US-PGPUB; 
USPAT; 
USOCR; 
BMJDB 




OR jON 


2008/04/02 
13:18 


sir 

: 


0 


securtiy adj (restrictions or restriction) and 
controller and (pool or table or list or cluster or 
DiocK or uioc or coiieciionj ana (i r aoj aoaress or 
address or 1 P adj location or 1 P adj position) and ; 
(associated or known or connected or linked or i 
related) and (malicious or risky or dangerous or ; 
harmful or precarious or perilous) and (user or ; 
users) 


USPAT; 

UoUUI, 

BMJDB 


OR 


W 


2i8/04/02 
13:18 


S140 

i 


22443 


(pool or table or list or cluster or block or bloc or i 
collection) and (1 P adj address or address or 1 P 
adj location or IP adj position) and (associated or ; 
known or connected or linked or related) and 
(malicious or risky or dangerous or harmful or 
precarious or perilous) and (user or users) 


US-PGPUB; 
USPAT; 
USOCR; 
IBM TDB 


OR 


ON 

: 


2008/04/02 
13:19 
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S141 


132 


(pool or table or list or cluster or block or bloc or 
collection) same (1 P adj address or address or 1 P ; 
adj location or 1 P adj position) same (associated \ 
or known or connected or linked or related) 
same (malicious or risky or dangerous or harmful ; 
or precarious or perilous) same (user or users) ; 


US-PGPUB; 
USP/VT; 
USOCR; 
IBMJDB 


OR 


ON 


2008/04/02 
13:20 


S142 


9 


(pool or table or list or cluster or block or bloc or 
collection) with (1 P adj address or address or 1 P : 
adj location or 1 P adj position) with (associated ; 
or known or connected or linked or related) with : 
(malicious or risky or dangerous or harmful or 
precarious or perilous) with (user or users) 


US-PGPUB; 
USP/VI; 
USOCR; 
IBM TDB 

1 UIVI 1 uu 


OR 


ON 


2008/04/02 
13:21 


S143 


0 i("2005/0204162").URPN. 


USPAT 


OR 


ON 


2008/04/02 
13:28 


S144 


57 (assign or select or aquire or choose) with (new) : 
withjiPadj address) with (user) 


US-PGPUB- 
USPAT 


OR 


ON 


2008/04/02 
14:15 


siir 


0 iirst adj (subnet or domain) with (i P adj 

addresses or addresses) with (second adj (un adj : 
trusted or black adj list) adj (subnet or domain)) ; 


us^ra^ir"""' 

USPAT 




ON 


W04/02 
14:32 


S146 


0 


first adj (subnet or domain) same (1 P adj 
addresses or addresses) same (second adj (un 
adj trusted or black adj list) adj (subnet or 
domain)) 


US-PGPUB; 
USPAT 


OR 


ON 


2008/04/02 
14:33 


S147 
"S14r 


1 


first adj (subnet or domain) and (IP adj 
addresses or addresses) and (second adj (un adj 
trusted or black adj list) adj (subnet or domain)) 


US-PGPUB; 
USPAT 


OR 


ON 


2008/04/02 
14:34 


0 


(assign or select or aquire or choose) with 
(subnet or domain) with (1 P adj address or 
address) with (user) with (un adj trusted or 
black adj list) 


US-PGPUB; 
USPAT 


OR 


ON 


2008/04/02 
14:40 


S149 


0 


(assign or select or aquire or choose) same 
(subnet or domain) same (1 P adj address or 
address) same (user) same (un adj trusted or 
black adj list) 


US-PGPUB; 
USPAT 


OR 


ON 


2008/04/02 
14:41 
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i7or""" 


(assign or select or aquire or choose) same 
(subnet or domain) same (IP adj address or 
address) same (user) 


luslmjB; 
jUSPAT 


^ ]2008/04/02 
14:41 

1 i 


S151 : 


237 


(assign or select or aquire or choose) with 
(subnet or domain) with (1 P adj address or 
address) with (user) 


]US^R3PUB; 
juSRAT 


OR ION 12008/04/02 
14:42 


S152 9 


S150 same (malicious or risky or dangerous or 
harmful or precarious or perilous) 


:|1pgpub; 

lUSPAI 


OR 


ION 12008/04/02 
1 |14:43 


S153 


0 


si 51 with (malicious or risky or dangerous or 
harmful or precarious or perilous) 


■ps^Sui^""^ 

jUSPAT 


oF^"^^""""^"^"" 


"l6F"""l20i'04^^^ 
1 i14:43 


S154 


0 


trusted adj subnet and ((untrusted or black adj 

list) adj subnet) 


lUS^GPUB; 
USPAT 


OR ION 12008/04/02 
14:51 


81 55 


0 


trusted adj subnet and ((untrusted ) adj subnet) 


iUS-PGPUB; 
|USPAT 


OR jON 12008/04/02 
j ]14:51 


81 56 


0 


trusted adj subnet and (untrusted adj subnet) 


Iu^FgSb; 
USPAT 


OR 


ION 12008/04/02 
Il4:52 


siir 


0 


trusted adj subnet and ((malicious or risky or 
dangerous or harmful or precarious or perilous) 
adj subnet) 


luSrFGPUB; 
juSPAT 


OR 


14:53 

i i 


SI 58 


0 


trusted adj (subnet or domain) and ((malicious 
or risky or dangerous or harmful or precarious or 
perilous) adj (subnet or domain)) 


IUS-PGPUB; 
juSPAT 


OR 


ION 12008/04/02 
1 |14:57 


; 


74 


trusted same (subnet or domain) same 
((malicious or risky or dangerous or harmful or 

precarious or perilous) same (subnet or domain)) 


lUSrreSB; 
jUSPAT 


OR 


Ion |Moio2 

j ]14:57 


S160 |11 


trusted with (subnet or domain) with ((malicious juS-PGPUB; 
or risky or dangerous or harmful or precarious or jUSPAT 
perilous) with (subnet or domain)) ;| 


OR 


Ion 12008/04/02 

1 il4:58 


SI 61 


0 


S1 59 same (assign or select or aquire or choose) lUS-R^PUB; 
same (1 P adj address or address) same (user) jUSPAT 


OR 


1i5n |oto4Jo2 

|15:01 


S162 


0 :|S1 59 same (assign or select or aquire or choose) ; jUS-PGPUB; 
jsame (1 P adj address or address) ]USR/Vr 


OR 


iON 12008/04/02 
;| ]15:01 
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S163 


3 17194004" juS^FmiB; 

t :|USOCR; 
] jlBMJDB 


OR 


ON 


2008/11/23 
12:09 


|S164 


12 |(("6112228") or ("6226743") or ("6233616") or |US^R3PUB; 
i("6243749") or ("6243832") or ("6434161") or USR/^ 
|("6442588") or ("6745333") or ("20020066033") 1 
ior ("20030182420") or ("20040003084") or 1 
]("20040203589")).PN. 


OR 


OFF ; 


2009/05/09 
21:58 


|S165 


133986 (acquir$3 or issu$5 or obtain$5 or re adj5 new$3 jUS-PGPUB; 
jor re adj5 issu$5 or provis$5) nearS (ip adjS jUSR/^; 
jaddress or internet adj5 protocol adj5 address or jUSOCR; FPRS; 
domain adj5 networl^ adj5 address or address or |EPO; JPO; 
jsubnet or subnetwork adj5 addreess or subnet pERWENT; 
]adj5 address) ijlBMJDB 


OR 


ON 


2009/05/09 
23:31 


|S166 


1 661 554 (network adj5 instrusion$ or network adj5 |USrF^FuB; 
detection or virus or event or illegal adj5 event jUSPAT; 
or illegal adjS action or (security adjS (event or juSOCR; FPRS; 
instrusion$ or detection or violation)) or violation |EPO; JPO; 
or policy adj5 violation) |DER/VENT; 

jiBMJDB 


OR 


ON 


2009/05/09 
23:58 


S167 

i 


4588 18165 same 8166 juS^POPUB; 
j lUSPAI; 
:| |US0CR;FPRS; 
1 ]EP0; JPO; 
1 ^IDERWENT; 
1 jiBMTDB 


OR 
OR 


ON 
ON 


2009/05/09 
23:59 

mim '\ 

23:59 


|S168 


48554 18165 and 8166 jUS^fmiB; 

i |US0CR;FPR8; 
1 :|ePO; JPO; 
1 ilDERWENfl; 

:| Ibmtdb 
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:iS169 1345 



iS170 1737 



|S167and("7137.clas.or"7267.clas.or"3807. 
bias.) 



|(acquir$3 or issu$5 or obtain$5 or re adj5 new$3 
lor re adjS issu$5 or provis$5) near5 (ip adjS 
jaddress or internet adj5 protocol adj5 address or 
jdomain adj5 network adj5 address or address or 
isubnet or subnetwork adj5 addreess or subnet 
|adj5 address ) near5 (network adj5 instrusion$ 
lor network adj5 detection or virus or event or 
Illegal adj5 event or illegal adj5 action or 
|(security adj5 (event or instrusion$ or detection 
lor violation)) or violation or policy adj5 violation) 



lUS-PGPUB; lOR 

lUSR/VT; I 

|US0CE;FPRS; | 

;|ePO; JPO; I 

:|DERyvE^^T; | 

jiBMTDB I 
USR/VT; 

USOCR; FPRS; 
EPO; JPO; 
DERWENT; 
BM TDB 



lOR 



ION 



123:59 



ION 



h8:11 



:iS171 



165 



18170 and ("7137.clas. or "7267.clas. or "3807. 



US-PGPUB; 
USP/VT; 
USOCR; FPRS; 
EPO; JPO; 
DER/VE^^T; 
IBM TDB 



lOR 



ION 



12009/05/10 
il8:12 



ijSI 72 i|64 jaddress with spoof$3 and (address near3 (modif jUS-PGPUB; 

I \ i$5chang$3) with new) jUSP/VT 



|0R 



jON 

I 

"ion"' 



12009/05/15 
|09:39 



:iS1 73 64 jaddress with spoof $3 and (address near3 (modif |US-PGPUB; 
l$5chang$3) with new) ijUSPAT; 
I luSOCR; FPRS; 

I IePO; JPO; 

IdERWENT; 
llBM TDB 



iOR 



12009/05/15 
:|09:40 



:iS174 |1 



;"6704874").PN. 



jUS-PGPUB; 
lUSPAT 



IOR 



iOFF 



12009/05/15 
110:22 
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S175 


69 address with spoof$3 and (address near3 (modif juS^PGPUB; 
$5 chang$3 issue) with new) luSR/VT; 
1 ^luSOCR; FPRS; : 
I ;|ePO; JPO; 

:| Iderwemt; 
i \\m TDB 


OR 


ON 


2009/05/15 
10:43 


S176 

i 


6 address with spoof$3 and (address near3 
( issue) with new) 


US-PGPUB; 
USPAT; 

USOCR;FPRS; 

CnJ, JrU, 

DERWENT; 
IBMJDB 


OR 


ON 


2009/05/15 
10:43 


|S177 


1 i("7234163").PN. 


US-PGPUB; 
USPAT 


OR 


OFF 


2009/05/15 
11:18 


|S178 


19 j("2002001 3858" r'200201 59459"! 

|"20030043853"|"20030115344"| "5978373"! ^ 
r5983360"| "6108703"! "6256314"! "6393484" : 
1 "6611525"! "6618398"! "6633761"! 
I"6745333"| "6807179" !"6980515").PN. OR \ 
|("7234163").URPN. 


USPGPUB; 
USPAT; USOCR 


OR 


ON 


2009/05/15 
11:19 


18179 

1 


15 !(("5978373") or ("5983360") or ("6108703") or ^ 
|("6256314") or ("6393484") or ("6611525") or 
|("6618398") or ("6633761") or ("6745333") or 
i("6807179") or ("6980515") or ("20020013858") ; 
jor ("20020159459") or ("20030043853") or 
|"20030115344")).PN. 


US-PGPUB; 
USPAT 


OR 


OFF 


2009/05/15 
12:30 
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